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Hack The Box

Mia oAokAnpwpévn Auon cyber
readiness Kal avatrTugng deloTATWV
cybersecurity opadwv.
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O1 kopu@aieg cybersecurity ouddec
dev dnUIoupyouvTal OTIG aiBouaeg dIdATKAAIQG.
Alguop@wvovTal JEoA aTTO ouveXN avaTtrTuén OeCIOTATWY,
ETTIKUPWHEVN ATTO TIC ATTAITACEIG TOU KAGDOU.

H Hack The Box petartpérrel Tn pdbnon o€ Biwpa,
TTPOCEAKUOVTAG TA TTIO TTPONYMEVA TAAEVTA OTOV XWPO,
BonBwvTag Toug va avaBaduifouv ocuveXwg
TIC OECIOTNTEC TOUG O€ KOPUPAIio ETTITTEDO.
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e Cloud
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Cloud Security
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e Software Developer
e |T Manager
e NOC/SOC Manager

e GRC Analyst

e CISO/DPO
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wooue (ST
Al-Augmented
Pentesting Foundations

X Tior It Easy - 8 hours

wutia 19 Jun2026

Note: This module is a bring-y API-key module. T plets the

Panatration Testi
module, you need access to an LLM, for instance, through an AP! key from 5

any popular LLM provider.

Governance & Emironment

Sat
With the rapid advancement of Artificial Intelligence (AI),penetration
testing engagements can benefit greatly from AT assistance, increasing Pomat Erainesciog for
efficiency and scalability. Al is a powerful tool that human testers need to learn to Penetration Testing
use o their advantage.

Managing the Context
In this module, we will cover Window

+ Al-augmented penetration testing: Foundations of Al assistance in
AlAugmented Ansiysis &
ents, Including benefits, risks, and integration into ® Verification Discipline *

offensive engage
tr

ditional workflows.

+ Governance: Safely using Al in corporate environments

Skils Assesamant -
«+ Prompt engineering: Crafting effective prompts for common penetration
testing use cases.
Your Progrees
+ Managing the context window: Dealing with large input data from artifacts

such as tool outputs to avoid model performance degradation

+ Al-augmented analysis: Using Al for artifact analysis arx

e importance
of manual verification

This module is broken into sections with accompanying hands-on exercises to
practice each of the tactics and techniques we cover. The module ends with a
practical hands-on skills assessment to gauge your understanding of the various

topic areas.

You can start and st

op the module at any time and pick up where you left off.

Ocwpia

SillyEli

Yo a viewng sn Adme.

+* Swieh 1o Member vow

Solve the Sherlock 2= osle OFFICIAL WAITEUP

€5, 3 recent addiion 1o the IT tear,is eager to settie into his new role. Due 1o the company's flexible

Bring Your Own Device® (BYOD) policy, which spplies to everyone except IT

rators, Eil rec

onior T sdminstrator, 35 part of the IT team's securo de

nstall essential applications that will enable him 10 conect seamiessly

with the rest of the taam. He begins satting up the systam and downio

4 the nece:

ry softwara. After

e daps on the job, = noticing something unusual: every sa often, 3 PowerShell window flashy

on his seraen, disappaaring almost instantly, 100 quickly to 7sad any of 15 contents. Assuming it st a

minor glitch, E4 continues with his work. However, 33 the unexpectod PowerShell pop-ups porsist.

decides to consuh Metushalah. Metushelah suspects thaso PowerShell flashes coud indicate malicious
sctrvty. To ensure there are no security breac conducts s forensio scquisition of £5's PC and
forwards it to the Incidsnt Response team for further analysis. Now, 55 & membar of the IR tearm, your
mission is to investigate Eii's workstation.

1lyet 2t L

YYPEMI00 b

Which domsin neme wes the file downloaded from?

Identify the SHA'1

E¢doknon
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Vessssew

wooue (ST
A -Augment1
Pentesting F

X Tior It Easy - 8 hours

Note: This module is a bring-your-own-APT-key mol
module, you need access to an LLM, for instance, throl
any popular LLM provider.

With the rapid advancement of Artificial Intelligen|

testing engagements can benefit greatly from AT assist]

efficiency and scalability. Al is a powerful tool that huma
use to their advantage.
In this module, we will cover

+ Al-augmented penetration testing Foundations|
offensive engagements, including benefits, risks, and
traditional workflows.

+ Governance: Safely using Al in corporate environm

l

+ Prompt engineering: Crafting effective prompts for
testing use cases.

+ Managing the context window: Dealing with large
such as tool outputs to avoid model performance deg:

+ AT-augmented analysis: Using Al for artifact analys|
of manual verification

This module is broken into sections with accompanying

practice each of the tactics and techniques we cover. Th

hands-on skills asse:

prac ment to gauge your unde

topic areas.

You can start and stop the module at any time and pick uj

Job Role Path

s contain groups of modules each related to a specific cybersecurity job role

8 JOBROLEPATH € CWES CERTIFICATION PATH
Web Penetration Tester

The Web Penatration Tester Job Role Path is for

individuals who want to enter the world of web

penetration testing with fitt

© Completed >

10 no prior.

 JOB ROLE PATH & CDSA CERTIFICATION PATH

SOC Analyst
The SOC An:
newcomers to information sec

to b

t Job Role

rity who aspire

ome profes:

onal SOC analysts. Th

pa.

© Completed >

5 JOBROLEPATH § CAPE CERTIFICATION PATH

Active Directory Penetration
Tester

The Active Directory Penetration Tester Job
Role
Jevelop skills in pentesting larg:

© Completed >

Path is designed for individuals who aim to
@ Active.

8 JOB ROLE PATH  # CICA CERTIFICATION PATH

Junior Cybersecurity Analyst

ity Analyst Job Role Path

The Junior Cybersec

is the first

to enter and gain p

hands-on experi

© Completed >

& in the cyber

 JOBROLEPATH & CPTS CERTIFICATION PATH
Penetration Tester

The Penetration Tester Job Path is for

nawcomers to information security who aspire

to become professional penetration testers

© Completed >

8 JOBROLEPATH § CWEE CERTIFICATION PATH

Senior Web Penetration
Tester

The Senior Web Penetration Te

or Job Role

ho aim to

Path is designed for individuals

develop skills in

antifying advanced and har.

© Completed >

8 JOBROLEPATH ) COAE CERTIFICATION PATH

Al Red Teamer

The Al Red Teamer Job Role Path, in

collaboration with Google, trains cybersecurity

professionals to assess, exploit, and secure Al

! ules >

Hard | @ 18dah (D1

8 JOB ROLE PATH %% CWPE CERTIFICATION PATH

Wi-Fi Penetration Tester

ole Path is

The Wi-Fi Penetration Tes!

designed for profe s and aspiring
security practitioners who want to build
© Completed >

OFFICIAL WAITEUP

w role. Due to the company's flexible

e except 1T adm

trstors, Efl receives a

.35 part of tha IT team's sacure d

 will enable him to connect seamisssly

downio softwara. After

g the neces

Jecy 50 often. & PowerSheil window flashes
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sacted PowerShell pop-ups persist. £

bwerShell flashes coukd indicate malicious
PCand
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Al-Augment -
Pentesting |

X Tior U Eany 8 howrs

Note: This module is a bring-your-own-APT-key 1
module, you need access to an LLM, for instance, th

any popular LLM provider.

With the rapid advancement of Artificial Intellig

s can benefit greatly from AT assi

bility. Al is a p wat hur
use to their advantage.

In this module, we will

+ Al-augmented penetration testing: Foundatio

offensive engagements, including benefits, ri

tra

ional workflows.

+ Governance: Safely using Al in corporate env

* Prompt engineering: Crafting ef mpts f
testing use cases.

+ Managing the context window: Dealing with larg

performance d

such as tool outputs 10 avoic

* Al-augmented analysis: Using Al for artifact ana

of manual verification

companyin

ice each of the tactics and techniques we cover. 1

cal hands-on skills assessment to gauge your un

topic areas.

You can start and stop the module at any time and pick uj

Job Role Paths

Job Rol

contain groups of modules each related to a specific cybersecurity job role

atas
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CERTIFICATE OF
COMPLETION

Defense Operations Analyst

3

GFFICIAL WRITEUP

o
Has successfully completed the requirements of the m
HTB Defense Operations Analyst certificate program m
%
0‘
3 YEARS

Dimitrios Bougioukas

[MioTotroinon

Path

CHiaralampos Pylarinos

2 Wi-Fi Penetration Tes

b Role

r prof

security practitioners who want to buil

ands-on exper

© Completed > © Completed >
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MeTprioTe TNV ATTO000N

Kal TNV

QTTOTEAECMATIKOTNTA

TWV OJAOWYV OOG

AokipdoTe oTnv TTPAgN
10 playbooks oag kai

EMRERAIATE TIG YVWOEIG
TTOU £XOUV ATTOKTNOEI

[]

KaBopiopodg atdXwyv 0€ auvepyaaia
pe e€eidikeupévoug Customer Success
Managers tn¢ HTB

BN . =
Sarad =
\, N ? TUVEXNAC TTPOCAPHOYH
Kal avavéwaon Tou

EKTTAIOEUTIKOU
TTEPIEXONEVOU

MAdvo avarmTugng
degloTATWYV
avOpwiTivou
Suvapikou

222
([H

TakTIKEG a&IOAOYNOEIG Kal
opdoeig benchmarking
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AcikTng Emixeipnoiakng EToiudétnrag

ORI Progression @ HACK THE BOX

100
Initial ORI Recovery
_ by ’ Completed a
o Hands-On Lab
(@]
Read a
i Tradecraft Article
Basels&c o nonn e NG s e
3c0te ® Inactivity Detected: ) r:al?r:iar:nesdt euk
No labs or tradecraft D 8
ecay
updates
(0]

Time

~* ORI Index Over Time

3 Mastery ] Curency ] Repetiion ] Certiication

May2021 Oct2021 Mar2022 Aug2022 Jan2023 Jun2023 Nov2023 Apr2024 Sep2024 Feb2025 Jul2025 Dec2025 May 2026

~* ORI Index Over Time

] Decay points lost """ Skilis decaying { """} Atrisk Needs refresh

Points lost fo decay

0 2 eeeeat?

May 2021 Oct 2021 Mar 2022 Aug 2022 Jax
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Aueon Eioxwpnon EvioAwv
& Alappon System Prompt

Kpugoi kavoveg, KAeIdId kal Ta CUGTAPATA OTA

oTToia @TAvel To bot e€dyovTal kaTeuBeiav ammd
TO context.

YmepBoAikn Xprion Token

ExBpika i eravalapBavépeva prompts
OIoYKWVOUV To kK6aTOG inference kal avtAolv
Ta rate limits - n diaBecipdTNTa KOI O
TTPOUTTOAOYIOHOG YivovTal 0 OTOXOG.

| GenAl & To pyéAAov

Mia véa etmipavela eTTiBeong

Jailbreaks & Mapdkapyn Guardrail

Roleplay, obfuscation kai persona tricks
0dnyouv To PovTEAO TTEPa aTrd TNV TTOAITIKN
ao@aleiag Tou, o€ un emTPETITA A emRAABA
£€000.

‘Eppeon Eioxwpnon EvioAwv

0dnyieg kpuppéveg oe oeNdeg, £yypaga, emails
) £€€000 epyaAeiwv eKTEAOUVTQI OTAV TO HOVTEAO
TIG ATTOPPOPA.

Aiappon Pll & EvaioOnTwyv Asdopévwv

To bot avadeikvUel TTIPOCWTTIKG 1 1IO1I0KTNTA
dedopéva atod 1o context, ammobrkeg RAG 1
HVAMN TTPoNyoudevwY yUpwy TTou Oev Ba
ETTPETTE VO EKOETEL

Excessive Agency & Katdxpnon EpyaAgiwv

Zuvdedepéva epyaheia, Baoeig dedopévwy kal APls
HETATPETTOUV Wia £vEON O€ TIPAYMATIKEG EVEPYEIEG -
SSRF, ammwAeIa dedoUEVWV, OKOUOIEG KANOEIG.
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GenAl & To pyéAAov

MoTevoupe 0TI 0 KAADOG TNG KUBEPVOOATPAAEIOG BPIOKETAI JOAIG OTNV apXN MIOG TAXEIAG,

OQPWTIKAG ETTAVEPEUPEONG ME YVWUova Tnv Al.

H GenAl £x&1 Snpioupynoel
TIG TAXUTEPA
AVOTITUOOOMEVEG ETAIPEIEG
oTnV I0TOpIA. ..

qyfj Years from $1B to $100B revenue

.....

$1008 A Meta Google B8 Microsoft
| vl

4

$508
ANTHROP\C

@ Openal

...OVOTPETTOVTOG
0oA6kAnpoug kKAGdoug
Méoa o€ 2-3 xpovia.

Example 1: Google Search
Declining page views

A\

72345678 910N 121314151617 1812022223

Example 2: RPA
UlPath declining revenue multiple

5

EV/Revenue Multiple
s

ok o @

jan 2022 Jan 2023 Jan 2024 Jan 2025

O1 TTPOYPOUHATIOTEG
ATAV Ol TTPWTOI TTOU
TNV UI0BEéTNOOV OTOV
ETMIXEIPNMATIKO XWPO...

CuRsoRr Wiz deel.
| / together.ai oy cowene & OpenAT

$100M
S75M .
® docusign

$50M

$25M

Eraipeieg Al dmrwg o1 Cursor kai Lovable,
PTIAYUEVEG YIa TTapaywyn KWdika pe Al,
@TAVOUV O€E OPOONUA ETHTIWV
emavalapBavopevwy ea6dwv (ARR) 100
ekar. doAapiwv péoa o€ Aiya xpovia — Kai
0€ XPOVO POAIG 8 unvwv.

...KaI N
KuBepvoao@dAsia
gival n emopevn.
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| O1 pOAoI TOU aUpIO

T1 TTOCOOTO TWV CNUEPIVWV POAWYV UTTOPEI Va eVIOXUBEi pe TV Xprion Al

B Tasks @@ Knowledge @@ Skills B Abilities

ROLE 75 100 TOTAL %

o
N
o
o
S

87

8.7 65.7%

N
[
N

Digital Forensics

I
o

Cyberspace Operator (DCWF) ——— 100 64.7%
Red Team Operator (DCWF) = s - 62.2%
Defensive Cybersecurity E7 — 100 60.5%
Incident Response Ei - 87 56.6%
Exploitation Analyst (DCWF) Eﬁ i o 52.2%
Vulnerability Analysis E - 100 52.1%
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O1 cyber poAol onpepa

Penetration Incident
Tester Threat Responder

SOC
Analyst

Manager
SOC

O1 cyber poAol aupio

Al Red Team
Operator

=

Al Response
Operator

Al Defense
Orchestrator
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@ Al-Augmented Penetration Tester
Offensive path

Vulnerability Analysis (PD-WRL-007)
Cyberspace Operator (DCWF CE-322)
Exploitation Analyst (DCWF CE-121)

Red Team Operator (DCWF CE-551)
@ Al-Augmented SOC Analyst
Defensive path

Defensive Cybersecurity (PD-WRL-001)
Digital Forensics (PD-WRL-002)

Incident Response (PD-WRL-003)

Q2 Q3 Q4
2026 2026 2026

Q1
2027

Q2
2027

Q3
2027

Q4
2027



e @ HACKTHEBOX

| O1 pOAoI TOU aUpIO

Y1rdpxouv Tpia wpiha mTedia. Kabéva peTpd KATI UTTAPKTO — AAAG Kavéva dev PETPG TNV
IKOVOTNTA TOU XEIPIOTH.

AZIOAOIrHzH AGENT EMIZTHMH THZ EMMNIZTOZYNHZ YYXOMETPIA

Ba@uoAoyei Tov agent BaBpoAoyei pepovwpéveg Ba@uoAoyei TNV IKavoTnTa
ATTOPATEIG

AvTIOTOIXION TPOXIAG, aKpPiBEIa XPriong epyaAgiwy, To av évag avBpwTTog eUTTIOTEUTNKE KATAAANAQ pia To adaptive testing petatpémel Tn cuPTIEPIPOPA OE Hial

process reward. OUpBoUAR Al. TEKUNPIWOIUN BaBuoAoyia IKkavoTnTag.

MAoUaieg, dokipaopéveg uEBodol — aAAd TO UTTOKEINEVO 21€pen — OAAG HOVO VIO HEPHOVWHEVEG, VaI/OXI KPIOEIG. Qpipyn — aAAG TTOTE deV OTPAPNKE OTO iXVOG

€ival To povTéAo, 6x1 To ATOPO TTOU TO XeIpiZeTal. Moté avd dropo, ToTé o€ pia 0AGKANPN epyaaia. aAnAeTTidpaong avBpwtrou-Al.

TO KENO — AI-AUGMENTED OPERATOR COMPETENCE (AAOC)

Mia BaBuoloyia TTpogpXOpEVN aTTO TNAEUETPIO KAl ETTIKUPWHEVN, VIO TO TTOGO KAAG éva GTopo KaTeuBuvel Evav autdvopo agent o€ pia
0AGKANPN avdabeon.
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Ta KPIs 110U £€nyouv Tov BaBus IKAVOTNTAG TOU XEIPIOTH).

KéoTtog ava
EmaAnBeupévo Z1éX0

( $ / otdxo )

2uvoéel Tn daTTdvn YE TTPAYMATIKA,
emBeRaiwpéva atmoteAéopaTa, OxI e
akatépyaatn dpaotnpidtnTa A TTARBoG token.

1

2

KatadAAnAn
EpmoTtoouvn

( agent / (agent + X€1p10TAG) >

‘Emooe Tov agent 61av ékave AaBog, Tov
denoe va Tpégel oTav gixe diKIOo -
BaBuoloyeital Béoel seeded ground truth

OAokARpwon
EtraAn@gupévn
ME Katavénon

(61Ka107\ovnuévu / 07\0K7\r|pupéva>

To TT0000TO TwV OAOKANPWHEVWY OTOXWY TTOU
0 EKTTAIBEUOUEVOG UTTOPET TTPAYUATI Va
OIKaI0AOYNOEl - OAOKAPWGN TTOU KATAVONOE,
ox1 amAwg é@Taoe. (Baoiopévo oe LLM-judge)
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Kopu@aieg opadeg Taykoopiwg
gumriotTevovTal TNV Hack The Box

Anpoéoiog Topéag / KuBepvnTikoi opyaviopoi XPNHUATOOIKOVOUIKEG UTTNPETIEG
K INTER-AMERICAN b <.
City of % DEFENSE ( s[honq(]rd & StateFarm’
reeri
N Newcastle BOARD & chartered

TexvoAoyia Kal GUUBOUAEUTIKEG UTTNPETIEG

- G | ~#2 AUTODESK 3l securitymetrics' N¢ Synack ..

wcC € RTX oogie . Securit: R.lsk
P e € SiEMENS ©@wrr verizon ey
AAAol Topeig
%: cspire  ZASPORTS 4 & Lufthansa TOYOTA

EMERSON
Ektraideuon
PSU izerasiate * sotirioron QI S, s Sheffield [
University

Lancaster @25 . I’é DI'EXC] Knowledge Applied CHARLOT
U G @ PU 0 University of L ks pp LOTTE
anCrSlty E UN I\:TE%]I;)S[IJ:I‘EB Q!ﬂi!&e\z NYU g. S BRIS Tt()I UNIVERSTTY
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