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Maturity Status (PIA Results ) & INTERAMERICAN
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GDPR Findings & INTERAMERICAN

Requests for consent for different

Consent purposes are not distinguished. COMERAL (S el
Retention Retention periods for personal data are not clearly defined.
Security ggB ports are enabled on all corporate Emails containing personal
s and Laptops. data are not encrypted
Forgetness There are no mechanisms for personal data erasure.

Not all data collected, stored, transferred etc. are necessary for the
purposes of personal data processing

Collection Purpose

The template contract between IAG and an insurer partner is not updated
based on GDPR provisions

Contracts

The scope and criteria of the internal audit process does not include

Audit personal data protection requirements.

The security incidents records do not include all the required information
regarding personal data breaches.

Data Breach
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GDPR : Effort Diagram
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Approaching GDPR (Governance & Policies ) % INTERAMERICAN

‘ Assign the role of Data Protection Officer (DPO) and appoint responsibilities
‘ Create DPO HUB ( DPO, Info Sec, BCM, Legal, Compliance, Risk, IT Sec)

‘ Establish communication with Data Protection Authority




Approaching GDPR (Security) & INTERAMERICAN

‘ Implement Data Protection Policy security controls
‘ Encrypt or Mask personal information depending on purpose

‘ Review, adjust & enhance processes to satisfy requests from data subjects




Approaching GDPR ( Awareness ) & INTERAMERICAN

‘ Educate/Train people according to GDPR principles
‘ Uploading Videos & Quizzes in portal, Posters, Manuals & Guidelines

‘ Reward employees who comply GDPR requirements




Approaching GDPR ( Data Governance ) & INTERAMERICAN

‘ Strengthen corporate Data Governance Policy incorporating GDPR requirements
‘ Create a personal data processing register

‘ Enhance Data Remediation processes




Approaching GDPR ( Data Governance ) & INTERAMERICAN

‘ Assign the role of Data Traffic Controller and appoint responsibilities
‘ Adjust current Retention Policy

‘ Create Internal Data Request Center
‘ Adjust Data Collection possesses according to GDPR requirements




‘Data Governance: Data Manipulation & INTERAMERICAN
Metadata Management

Sas SAS® Data Management Studio

JataFlux Data Management Studio 2.7

#ir | £E] MetadataExtraction_DBL1PROD X

File Edit View Actions Tools Window Help = [& 7

MetadataExtraction_DB1PROD |

Data Flow | Settings | Wariables | Log |

Nodes i B E > &S Blsara [} @ 1%
Data Job - DB1PROD
Data Inputs [ .
= 15 B =
Data Outputs (2]
- DE1PROD_ Data Union Data Union Rename Sorting by Add Fields Data Create XML
Data Integration TBLITRAN L6 2 c.. - for Impo.... Sorting 1
Quality A Extracts Combines all Combines =il Renames and Re-orders the Crestes Re—orders the
H metadats for of the data fr_ of the data fr__ reorders field data sstara | ‘exprassions dats sstata
Enrichment . h . .
I+ Cmaiew. B £3 -
Folders | 725 —
Accelerators | DE1PROD_
TBLIPREM
Combines all of the data from two data sets. Like D .-
—— L [ . —
Help " -
5 Field Layout ==

Basic Settings | Advanced Properties | Preview | Mode Connections | Log | Name:

By View Value...

— fields: Selected fields:

5 TABLE_CAT TABLE_SCHEM TABLE_NAME COLUMN_NAME DATA_TYPE TYPE_MAME COLUMMN_SIZE BUFFER_LEN [TaABLE CAT = P — T =

S| [1 mum oNE TBLITRAN BRANCH_ID 4 INTEGER 10 TaRrEuamE | = B
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3 | (null) CME TBAITRAN RECEIPT_NO 4 INTEGER 10 T e <= =
4 (nuin ONE TBIITRAM LAST_MODIFIED 93 TIMESTAMP 26 D TAl Dot = <@ 00.00.000000°
5 (null) OMNE TBAITRAN LAST _MODIFIED_BY 1| CcHAR a M FREC_RADIX
6  (null) ONE TB1ITRAN PREMIUM_INSTALMENT_TYPE 4 INTEGER 10 REMARKS
7 (nuil) ONE TBIITRAN AGENT_CD 12 WARCHAR 64 ggt:g:%ﬁg‘fsus
& feaull OE TRITTRAN ADDITCATIOMN RO A TMNTEGER 1n E]EQTRTSCEE‘EE;‘E"‘" = MUM_PREC_RADIX MUM_PREC_RADIX

S « ] i r v NULLABLE NULLABLE -

Sort Fields

[ oK. ][ cane=t | [ Help




‘Data Governance: Data Management
Enterprise Data Lineage

Ggsas

SAS® Data Lineage

File

& INTERAMERICAN
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‘Data Governance: Data Framework &% INTERAMERICAN

Sas SAS® Data Management Studio

Data Management Studio 2.7
m EBusiness Rules - SAS DG repository X

File Edit View Tools Window Help [x] %% New~ Xidw = 2
=1 DG002 - POLICY_TYPE Validity = || Rule: DGOO2 - POLICY_TYPE Validity
=] DGOO3 - POLICY_STATUS equal to =
L£1 DGO04 - Vehicle Registration No s | Rule label: DGE002 - POLICY _TYPE Validity Rule number: 207
=] DG004 - vehide Registration No Pa o ] ) o
=1 DEO0S - Postal Code Validity Description: Check if the Policy Type is in the Reference Table [ =] Rule Properties
=] DE006 - Street Greek Contain:
=] DEO07 - Telephone validity Chy Data ContrOIS MName: DGOOZ - POLICY_TYPE Validity
=] DGO03 - Taxcode isblank or isnull ’
[ DGODS - Taxcode Validity Creation date: OwTmfpiog 31, 2016 11:09:26 np Rule label: DGO02 - POLICY_TYPE Validity

Rule Sets e . T

Fields 7 \ User name: simoue

£l ey Eheds Description:  Check if the Policy Type is in the Reference Table

£ ACCOUNT_NUMBER POLICY_NO is greater than 0
E] aADDRESS BRANCH_ID is equal to 1or 2
ADDRESS 1 POLICY_TYPE is not equal to CODE in BASE.SAS,POLICY_TYPE i i
| s Business Rule transformed to Technical Rule
=] BIRTH_DATE \_ {7
=] BRANCH_ID
E] caANCEL_1SSUE . ~
E] CANCEL_START ﬁesslon‘ \
5] CANCELLATION_DATE e = static dbconnection dbl -
ields: i i
= crry ACCOUNT_NUMBER static dbstatement stmtl
'E] cope KEY ADDRESS dbcursor cursl
=] count BRANCH ID ADDRESS 1 boolean retvall
POLICY NO ADDRESS2
E] country p— BIRTH_DATE Cp |if isnull (dbl) then
[l counry I BRANCH_ID
‘=] paTE CANCEL__ISSUE dibl = dbconnect ('DSHN=ReferenceTables;DF
‘£ pIvision CANCEL_START isnull (stmtl) then
CANCELLATION_DATE begin
‘B EMAILL
cIry stmcl = dbl.prepare ('SELECT CODE FROM ™
E] emaiz L CODE = 1
E] Fax = Used in tasks: COUNT i stmtl.setparaminfo (0, 'real', 15)
51 FuLL_HamME DG002 — POLICY TYPE Yalidity J
‘=] GEMDER_CD Mew Field Ty
5] GIvEN_NAME1
El Grven nave2 Checks ), Expression / Fields % Custom Metrics 7
E] GOVERNMENT_ID
5] 101M_DATE
‘£ NAME_APPENDAGE [ o ][ concel | [ rem |
=] NAME_PREFIX i
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‘GDPR New Principles & INTERAMERICAN

Personal Identity Information -PlII

CS&S SAS® Data Management Studio

File  Help
SB[ e e x|
5 [B) view| X, =dit Fublish | 3 Lineage

Identification l Higrarchy | Associated ems | Maotes and Caontacts I History

Descripiion Details
Intemational Bank Account Mumber Type: Columm
R Status: W Under Revisw
Requirements * R .
Impor@ance: =W WSS Critical
The IBAM consists ofup to 24 alphanumeric characiers comprising: a country code; two check digits: and a number thatincludes the domestic bank account number, branch identifier, and potential routing
information. The check digits enable a sanity check ofthe bank account number %o confirm its integrity before submitting a transaction. Links

Agtributes

Type: Character Tags
Length: a4
Format: 09 0990 9900 9000 DOOD 00 Related Terms
Input Table:

Input Column:

Rube:

Cutput Table:

Output Colurmn:

Cutput Rule:

Fll Impact Lewel:
Pl Type:
L laadiceso

Undetermined
Private
ST

Hashtag:

IBAMN




‘Data Governance: Data Framework & INTERAMERICAN
Wiki-Like Search

§SaS SAS® Business Glossary

SAS® Business Data Network - Search =

51 results for "customer”: [ 51 BusnessData tems B ~ customer A

51 Business Data items  show allin SAS Susiness Dats Network

8

a8

Average Annual Premiums per customer and per product (MIC Report Definition
The average Annual Premiums of the active customers per product on the reference date. Sum of Annual Premiums of the active customers per product divided by the number of active customers of each corresponding product on the reference date.

Average Annual Premiums per customer of customer inflow {local currency) (MIC Report Definition
The average AnnualPremiums per customer of the customer inflow on the reference date.

Avi Annual Premiums per customer of customer outflow (local currency) (MIC Report Definition
The average Annual Premiums per customer a customer had X months before its status become "inactive” during the reference (or specified) period.

Average Annual Premiums per customer of the stable customers (local curre MIC Report Definition
The average AnnualPremiums per customer for those who are not part of the customer inflow or customer outflow on the reference date.

Average Annual Premiums per policy of customer inflow (local curr MIC Report Definition
The average Annual Premiums per policy of the customer inflow on the reference date.

Average Annual Premiums per policy of customer outflow (local currency) (MIC Report Definition)

The average AnnualPremiums per policy a customer had X months before its status become “inactive” during the reference (or specified) period.

Avi Annual Premiums per policy of the stable customers (local currency) (MIC Report Definition
The average AnnualPremiums per policy for the customers who are not part of the cusomer inflow or customer outflow on the reference date.

rinfl Annual Premiums in local curr MIC Report D efinition|
Positive sum of the Annualpremiums of the customers that had no active policies on the start date of the period considered, but have at least one active policy on the end date of this period.

r inflow (for poli ic) (MIC R nition|
(Absolute) Number of inflow policies from the customers that had no active policies on the start date of the period considered, but have at least one active policy on the end date of this period.



Data Governance: Data Framework

Data Remediation

osas

Data Remediation
File Help
ift.la x|
38issues

F Grouped by [ (ungrouped)

&) N ERRANIRRIGAN

SAS® Data Management Studio

Assignee

072

i DG003 - POU

| A -
Issue I Openlissues | kem Subject Area m Importance Staws Assignee Ace (Days)
£ DG003 - POUI Quality Issues RECORD ID 30944 Data Issues ofNon.. Continuous Data M . w %% Closed Simou Jube 4
e e Eem e S ——— - 4t

Jata Quality Issues RECORD ID 30721 Data lssues ofNon.. Continuous DataM . # &% Open (unknown) 4
Fi DG003-POU. . Data Quality Issues RECORD ID 78135 Data Issues ofNon.. Continuous Data M v Open (unknown) K
A DG003 - POL Data Quality Issues RECORD ID 54936 . Data Issues ofNon.. Contnuous DataM . &% % In Progress Simou Jube B
Issue Demils l Issue Data |
Issue: Data Quality Issues > RECORD ID 30721295 > DG)03 - POLICY_STATUS equal to CANCELLED
Status Open [RULE=DG0O3 - POLICY_STATUS equal to = ssue DGO03 - POLICY_STATUS equal to CANCELL.
R - CANCELLEDTASK=DG003 - POLICY_STATUS equal to S
portance:  [wt 4 CANCELLEDREPORTED DATE =DG003 - POLICY_STATUS equal - RECORD 1D 30721295 (1 issue)
\ssignee {unknown) & t> CANCELLEDREPORTED Package
ometiedl FIELDS=_KEY#BRANCH_IDSCANCEL_ISSUESCANCEL_START#P Data Quakiy lssues (33 issues)
Due date [11 2x 2016 -] {OLICY_NO#POLICY STATUSREASON=USER ERROR

Data Issues of Nonl fe Area

Consnuous Data Moaitoring




‘Data Governance: Data Framework & INTERAMERICAN
Data Monitoring and Dash boarding

§SaS SAS® Data Monitoring & Dash

Visual Analytics - Report Viewer

< DGD Profiling v4 - Metrics by Table % H |£ Close
Count (# of obs.) Report Data Source Data Table Run Date

a MIC - ONE Profiling Report V1 - StagingArea - ST_TB1IPOLI - ‘Wednesday, Cctober 5, 2016 02:48:39 PM -
Overall Filling Ratio

B87.50%
B87.50%

% 100.00%
0.00%

Metrics Details by Field

75.00%
75.00%

III 100.00%
III 100.00%
III 100.00%
III 100.00%
III 100.00%
III 100.00%
III 100.00%
III 100.00%
III 100.00%
III 100.00%
III 100.00%
III 100.00%
III 100.00%
III 100.00%
III 100.00%
III 100.00%
III 100.00%

|

|

[
0.00%,
0.00%,
0.00%,
0.00%,
0.00%,
0.00%.
0.00%,
0.00%.

FIELD TYPE UNIQUE COUNT "'(::);JNNl:II_LL NULLCOUNT PCTNONNULL BLANKCOUNT

TRANSACTION_TO_BE_ISSUED 31 | Nurneric 0 0 8 0.00% 0] 10000% | 0.00%
INIT_POLICY_NO 21 | Numeric 0 0 8 0.00% 0| 100.00% | 0.00%
MEMSER_ID 26 | Numeric 0 0 & 0.00% 0| 1o0.00% | 0.00%
BONUS_AGENT_CD 23 | Character 0 0 8 0.00% 0| 10000k | 0.00%
CONTACT_PERSON_PHONE 7 | Cheracter 0 0 8 0.00% 0| 100.00% S 0.00%

- —— ———
PREV_POLICY_NO 22 | Numeric 1 7 1 87.50% o| 1z2s0% W | | g7.50% || |
T rROM NG TO | Tumenc 1 o TOO. 00 o TO0% | T o
FRONTING_TYPE 12 | Numeric 1 8 0 100.00% 0 0.00% | | 100.00% |
CAMNCELLATION_REASON_CD 24 | Numeric 3 8 0 100.00% 0 0.00% | | 100.00% |_
ACCINITY D 1D 25 N i 4 o Y A O DWVSE n N AN 1 1 100 ANSE




‘GDPR New Principles

Ggsas

& INTERAMERICAN

SAS® Federation Server

SAS ¥ Federation Server Manager - Home

File Help

| |

> FE &= W

Data Encryption and Data Masking by
creating technical rules

¥ :25] —
w B Federation Server-sas... T |~ J Summanry | Chue ry | Data |\ lorizz-:tions | Row Authorizations
- = BASE il
- E FProperties ...
w Wl DemoData
o CREATE WIEW "fedserver!.'customer"."TBHRI2 WIEW"
w =g A Data SELECT
RS DEMO_WVEW » A "HOHR"
MNETWORKA .. » |- SYSCAT.DHM. MASK
' EHCRYEBT' ,
TB1CCPRS >
A MTOM1
El TBNMNRIZ > Calg' .
R TEST > TAES ) As
& TPam | A."PHOM"
i AL "FHAM"
w =/ 1A DemolDAta A nEAMHAY
METWORKA . » A."FIHO"
TB1CCPRS > L. "DHAT"
TEMNRIZ » Ao U TCEEY .
EAERLY S o * LI
w W fedserwer A."DOX"
w ZER customer A."BPLA"
ENETWORKA .. » AomosmERY
& uemm oo

F R
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Sas

SAS® Federation Server

bt =% |t | 1~ | Beg Process Flows —

Tools

== Program Help

Filker arnd Sark —

EEE o TR T Sy |

Input Data | 1 code | 1 Loa

= TEMRIZ_WIE - .
ZE Filter and Sort @S [] modifr Task | 4 Filker and Sore £ Data Encr t|0n for E ail Account ~ @analvze ~ | Export —
G5 MOMF R O b yp m % [} G=ED TIkO
1 S00000023 OSS5S5E 7SFS8FA 115045 AESER T
= S00002Z689 E232D 26829270 115055 11=z0a=
= SO000E360 BO1EFEB 7 7746F _ _ 115220 LE536
4 SEO0000E186 D040 4940EFS3CA4567 . v =3 —ilLcom 115210 ez9s0
= SO00009357 100 3828F1723FC30 90 . wvorss<01 01 &5, doom 115212 =1z91 7
S S00001092 420CE21I97EA08AEIEE . webSOod@ErSSOdad ar 1t1az73 AE==ra =
SO0005195 EOFZES1 7FFA1CSEZ0OFA .. W alERRNN_ SOdrazoulasEhotm... 110195 1z5z2s
Data MaSk|n for S000023203, 40E12EB 227F5F134AB0381 . warSSoS-oSS@Eamail. com 115255 2zE30
g DOSESEDDISBCEFTITE 7. tpso-t-od@-tdenat. ar 115289 114az50
Customer Name Sessrsesny (BEOCS1 223B85F 148733 . eSS0 @pahoo. ar 11=06= 154340
SO0005029 ESAFTEEBCT 11FISESFOS... thi-S0-00S-dEe ahoo. ar 115005 ZASSE
1 e — 5000052847 S095FF CAaS9g9344FB02 = P P P R e aterinai@Euahoo 115107 11 =207
1= SOO00FFIE AS0C1TE1AFTIAEIZDF25... stS-0SS0-0der@hotmail. com 11=2z206 11zs12
14 500004712 4S0C1 4AS5FASEESEED0 .. | sboSSbl-0-0b-MEgmail. com 111z0= Zz1 =026
15 SOO00S527 FS7EO0OGFASTISS1SS1 PO S OSSO OOdoudEanail. oo m 115154 F=la R E=1-1-1
16 S00003F50 DES4FFEFESSEZDEEBZEE .. sobNNNNIIIIEsiantonisE&gma... 111z1= zozzzs
— = 17 SO0O000FS7 40505 C0EDDDEOFFES. SO e net. ar 113037 1E1I1e
Eimg [ il =H &5 1= S0000ZF3Z2 ZODEBEZFOBAZZAZTDES .. scrt-obO<E-Tdnet. ar 114130 164439
e I e = 1= SOO00ES0S 422D 1 DE1S6FGSFSS79 . sk @R oo, ar 115275 S452
= —s 1 E=Tu] 500010105 FEFFE A7CESTSF27AE . sl Sinteramerican ... 115030 Tozazz
O3 ok Fod oo 21 SO000S5138 S83D CFRAISSOEZE4EET .. skroodtoodod@amail com 115091 FOF1E
Ciats Flem == S00002017 SSCZO0CFIEEFTSEAIFER.. shki-t-o-lot-ol-NEpahoo. com T11z1= Z1azzz
Ervsirommme 23 SO000FS00  A045090 166635060 CS.. skrooooi@edmail com 1151659 110045
I,F_E_%d FSEEE’;’: =24 SO00000641 AS7FZACSSEDTERFBIETAB . sc00os@Esassinet ar 115232 143=50
1 te1o 25 SO0O009372 ZO31 47F7FDODATFCEDSNS.. oo ddst®Eamail com 115352 S4s19
% TEMA =S S00010352 Z05E D 24S44E 9983267 P T e g mail. com 115102 =1146
TEMR =rd S000049282 AO0CEBESEEF221465FB 7 .. | pESSOoOSSEgrnail. com 11=0a= Tosz1s
EZE" gz::E =t= SO000Z683 ESA7EDACZFFDCOZ00. e et It 113025 194041
Fod S orwe =29 SE0000S74=2 DEZ45BA974890CCF505 . psdSoSOU@EeSodnet. ar 115091 1=za0a=
Fed Serwve =30 S000005893 DOFSFEFBIDO0OF106135F . po-ttt-oO--OdiouEomail. com 110235 111505
PSS =1 SE00000132 22355 7EFD 244206955, P e R R T2 000 hotmail. oo 11=19=2 1ozzao0
mizggﬁz 3= SO00003678 EBESCAS03ZEFZ10E 7384, PO B E - mail. com 115227 zos139
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Enterprise, Govern, Risk and Compliance (EGRC)

§SaS SAS® Enterprise GRC

B e e

SAS Enterprise GRC - Controls

Home  Incidents »  Risk Management = | Information Security » | Control Testing »  Audits »  Policles »  Issues and Action Plans = Administration «  Reports
Create Control... ‘Wiews: (none selected) v | Assets Lu =l
= Contrals "
n q Control Packages iti i
S Filter by Operational Area g Impact mitigation tools for data breaches
Recommended Contraols
External Standards: 150 27k Risk Profile
Geography: [Mone Selected) Processes
Aszessments
Assessment Planning
Controls Libraries
Dimension Browser
Actions Control Title Control Description
1 = Information security policy document 150 27k: An information security policy docurnent shall be approved by ranagerent, and published and communicated to all emplovess and relevant external
2 ® Review of the information security policy The information security policy shall be reviewed at planned intervals or if significant changes occur to ensure its continuing suitability, adequacy, and effectiveness. PCI 12,
Includes a review at least annually and updates when the environment changes.
3 ® tanagerment commitment to information security tanagement shall actively support security within the organization through clear direction, dernonstrated commitment, explicit assignment, and acknowledgement of inforrm,
security responsibilities,
4 B3 Groupttide - Information security coordination Information security activities shall be co-ordinated by representatives from different parts of the organization with relevant roles and job function.
5 @l Allocation of information security responsibilities
o @ CPP analysis and increase penetration of the card at risk file  CPP analysis and increase penetration of the card at risk file through block and reissue
through block and reissue
ForRows1togofe Lo b




Data & Reporting Request Center & INTERAMERICAN

40 INTERAMERICAN | Service Desk Search in Help Atticles and Services O

Service Catalog Data Management
Application Problems/Installation
EyKOTaoTaosIG - AUCASITOUPYIEC EPAPUOYWY
(AGBn, Eexeidwpara, exTUNWGELC, mail, adayn Available Reg

Data Management
Data Management

Reporting pertaining to customer or business Implementing data management and operational Implementing Financial & BW Reports My Customer (CRM) & Cosmos (UCM)
Hardware Problems performance reporting for all line of business
AvCAetTOUpYia O€ UTTOACYIOTT) (UTTOAOYITTEC),
laptop(s), 080vE, EKTUTTWTES KAt TTPOTLEKTOPE ) o) o
ptop(s) <. potléktopeq QO O V) V)

Infrastructure Change

NpdcBaon oz Aiktuo, Apxsia, DakéAoug Data Extraction/Receiving & g Database Extraction VI Team Production Jobs (Batch Job: a
Internet, Email, TNAépwVo KAT. Transfer ‘ —
ed from 3rd Reguests regarding data extraction from a database Data Management - Operations
Network and Telephony Problems ke N 9 - P!
chema
MNpoPAfuora Siktvovu, TNAspwviag, FAX ko
mobile cuoxeuv
(V) <

Orders
Napayyehia Yriohoytotwv, laptop(s), 08évng
(0Bovwv) kau Mepupepaiarwv

Problems/Application Requests
Applications: SAP, SAS, MIC

Relocation
MeTakopios AtTopwy, EEonAicpon kat
YROKOTAOTNRATWY

User Account Requests
AITARATA yia TV Anpioupyia, Alaypagn) Kat
Tpononoinon XenoTuv
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= Set up a Clean Desk policy

= Ensure paper documents are safely stored and disposed of

» Classify Unstructured data

= Employee involvement through continuous awareness

= Verify Processors’ compliance

= Control requests for data

= Expected additional guidelines from Data Protection
Authority & Hellenic Insurance Union
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v Strengthen customer trust and customer relationships,
resulting in loyalty

Enhance market reputation & business cooperation
Competitive market advantage

Strengthen security & minimized security Incident
Digital benchmark through PIA

Smart Big Data leads to better, safer, faster processing

AN NN Y RN

Elimination of redundant or duplicate data leads to reduced
costs & faster processes
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...Is not just another
framework or regulation

but a great opportunity
to enhance
operational excellence!

Interamerican is part of achmea



